
IF YOU KNOW THE ENEMY 

AND KNOW YOURSELF,

YOU DO NOT NEED TO FEAR 

THE RESULT OF A 

HUNDERED BATTLES.

~ Sun Tzu | The Art of War
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Security Operations Incident Responder

Security Consultant

@ The Collective

Security Technology and Procedures

Microsoft Sentinel and Defender

MITRE ATT&CK Gap Analysis

Robbe Van den Daele
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Hybrid Brothers 

(https://hybridbrothers.com)
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MITRE Frameworks
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The Frameworks
ATT&CK, DEFEND, DeTT&CT
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• Knowledge base of adversary tactics and techniques based on real-world 
observations.

• Use cases
• Adversary emulations
• Read and purple teaming
• Detection development
• Defensive gap analysis
• SOC maturity assessment
• Cyber Threat Intelligence

• Biannual update releases (mostly in October and April)

• Three domains
• Enterprise
• Mobile
• ICS

MITRE Frameworks - MITRE ATT&CK
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• Score and compare log source quality, visibility coverage, detection 
coverage and threat hunting behaviors

• Administering done via GUI

• Conversions done via Python

• Dettectinator used for SOC automation tooling

MITRE Frameworks - DeTT&CT
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• Knowledge graph of Cyber Security countermeasure techniques, 
with relationships to offensive/adversary techniques in ATT&CK

• Use cases
• Identify product differences and detection gaps relative to desired 

functionality

• Suggest potential testing scope for defensive techniques in terms of 
relevant offensive techniques

• Still in Beta, stable release expected in 2024

MITRE Frameworks - MITRE D3FEND
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Performing assessments
Data gap analysis, attack analysis, detection gap analysis 
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The assessment
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Knowing your enemy

• TOP 10 most exploited 
techniques, based on
your environment

• APT mappings for your industry

• Most used malware and tools

Demo
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Detection coverage – Assessment types

• Hands-on

• Small-scoped

• Pinpoint accuracy

• Analytic rule refinement

• Time consuming

• Hands-off

• Broad strokes of coverage

• Fast turnaround

• High-level architecture and 
engineering

• Going further, we talk about Hands-
off assessments

Public
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Detection coverage – Tools 

• Analytic and Incidents Mapping 
project (HybridBrothers)
• To ATT&CK

• Score calculation based on sum

• Dettectinator
• To DETT&CT

• Score based on confidence level

Demo
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Detection Gap Analysis – Demo 
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• Missing Data Source context
• Good Remote Service detections for FortiGate

• Bad Remote Service detections for CheckPoint

• Score does not represent accurate average of
different data source detections

Detection Gap Analysis – Missing Parts
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• Using the applicable_to field for 
data source mapping
• FortiGate has a score of 4

• CheckPoint has a score of 1

• Total detection coverage score is an
average of both

• Data source aware detection mapping
→ Provide important context

Detection Gap Analysis – Missing Parts Fix
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• Using Sentinel to automate this fix
• Mapping the connectorId of Sentinel to

applicable_to of Dett&ct

• Building a custom plugin on Dettectinator

• Only manual task, is to assign the correct scores

Detection Gap Analysis – Missing Parts Fix
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The assessment
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Data coverage

• Two flavors
• Mapping Data Sources to 

techniques

• Mapping Data Events to 
techniques

• Both very extensive, although 
less frequent

• Dett&ct framework

Public
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Data coverage – Data source mapping demo
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Data coverage – Data event mapping

• Open-source tools exists

• OSSIM model

• MDE, Windows Events, and
Sysmon to ATT&CK

• Example

Public
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Detection Gap Analysis – Demo
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The assessment
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Incident mapping

• Analytic and Incidents Mapping 
project (HybridBrothers)
• To ATT&CK

• Score calculation based on sum
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Microsoft MITRE support
Limits and challenges
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Microsoft Sentinel MITRE support

• No sub-technique support
• Hands-on assessment hard to perform

• Limited ATT&CK version support
• As of now ATT&CK v13 (v14 is out)

• Docs even say ATT&CK v11
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MDE custom detections MITRE support

• Sub-technique support
• Sub-technique lost when enumerated via

Sentinel

• Limited ATT&CK version support
• As of now ATT&CK v13 (v14 is out)

Public
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• Alert name with MITRE mappings available in MS Learn
• Security alerts - Microsoft Defender for Identity | Microsoft Learn

• Tactic, Technique, and Sub-Technique support → Hands-on 
assessments

Defender for Identity MITRE support

Public

https://learn.microsoft.com/en-us/defender-for-identity/alerts-overview
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• Alert name with MITRE mappings available in MS Learn
• How to investigate anomaly detection alerts - Microsoft Defender for Cloud 

Apps | Microsoft Learn

• Only Tactic support → Hands-off assessments

Defender for Cloud Apps MITRE support

Public

https://learn.microsoft.com/en-us/defender-cloud-apps/investigate-anomaly-alerts#initial-access-alerts
https://learn.microsoft.com/en-us/defender-cloud-apps/investigate-anomaly-alerts#initial-access-alerts
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• No Documentation

• Work arounds
• Mapping incidents

• BAS – Breach and Attack simulation
• Caldera / Atomic Red Team

• AttackIQ Evaluations

• MS Azure Security control mapping Microsoft Azure Security Control 
Mappings to MITRE ATT&CK® (center-for-threat-informed-
defense.github.io)

Defender for Endpoint MITRE support
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https://center-for-threat-informed-defense.github.io/security-stack-mappings/Azure/README.html#alerts-for-windows-machines
https://center-for-threat-informed-defense.github.io/security-stack-mappings/Azure/README.html#alerts-for-windows-machines
https://center-for-threat-informed-defense.github.io/security-stack-mappings/Azure/README.html#alerts-for-windows-machines
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• MS Azure Security control mapping Microsoft Azure Security 
Control Mappings to MITRE ATT&CK® (center-for-threat-informed-
defense.github.io)
• A little outdated

• Not always complete

Azure Stack MITRE Support

Public

https://center-for-threat-informed-defense.github.io/security-stack-mappings/Azure/README.html#alerts-for-windows-machines
https://center-for-threat-informed-defense.github.io/security-stack-mappings/Azure/README.html#alerts-for-windows-machines
https://center-for-threat-informed-defense.github.io/security-stack-mappings/Azure/README.html#alerts-for-windows-machines


How do I improve
Detective and preventive controls
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1. Map your relevant TTPs

2. Create data and detection mappings

3. Perform data and detection gap analysis

4. Add data sources for important missing techniques

5. Create detections for weakly covered techniques

Improving

Public
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Improving using DEFEND
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Improving using DEFEND
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Improving using ATT&CK

Public

• Credentials from Password Stores: Credentials from Web Browsers, 
Sub-technique T1555.003 - Enterprise | MITRE ATT&CK®

https://attack.mitre.org/techniques/T1555/003/
https://attack.mitre.org/techniques/T1555/003/
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Improving using BAS tool documentation

Public

• atomic-red-team/atomics/T1555/T1555.md at master · 
redcanaryco/atomic-red-team (github.com)

https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1555/T1555.md


Pitfalls
Learn from my mistakes, so you don’t have to
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Pitfalls

Public

Trying to achieve 100% 

coverage

Shouting “Bingo” when 

you have one technique

Not taking data source 

context into account

Limiting yourself to the 

Matrix



IF YOU KNOW THE ENEMY 

AND KNOW YOURSELF,

YOU DO NOT NEED TO FEAR 

THE RESULT OF A 

HUNDERED BATTLES.

~ Sun Tzu | The Art of War
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