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. Whoam|?

— Cédric Braekevelt

— Azure & DevOps Engineer @ Lebon.IT

— Focusedon
— Entra (Identity)
— Azure Governance /Landing Zones
— laC
— Scripting
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Ol. Basics

— Reason & goal
— ADAL or MSAL
— Components

— Tokens




. Reason

— Powershell
— Connect-AzAccount

— Microsoft Azure PowerShell

— Connect-MgGraph
— Microsoft Graph Powershell

— Azure CLI
— Azure Portal

— Admin Portals



Goal

— List ARC-Enabled server
— / different scenario’s
— Interactive / Non-Interactive




. Abstraction

— ADAL

— MSAL | CAN'T SEE ANYTHING

— Platforms . = 4
— NET )
— Java(Script)
— Python

— Scenarios
— Web API
— SPA
— Web Apps
— Mobile Apps
— Server Apps

— Done foryou!




Components

— Entrald
— Directory service

— App Registration | Application
— Secrets, Certificates, Federated Credentials
— Token Configuration
— Multi-tenancy
— Login page branding

— Enterprise Application | Service Principal
— Single tenant
— Allowed Users / Groups
— SSO settings
— Consent
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. Tokens

— Access token
— Generalname
— Accesstoresources

— |ID Token
— Information about the user

— Refresh Token
— Allow usertorenew access token

— Bearertoken
— Type of access token
— Allows the bearer of the token access
— Noneed forusername,...



02. Authorization Code Flow

— Type: Interactive login
— |ldentity: User

— Use case:
— Single Page Web Application (React, Angular)
— Server Web Application (ASP.NET)
— Desktop & Mobile Applications (.NET [Framework])

— Special:
— Proof Key for Code Exchange (MiTM)



. Technical

— 2 steps
— /authorize
— PKCE: Generate Code Challenge (Code Verifier -> hashed)
— Listenonlocalhost port 8400
— Interactive loginvia browser
— Clientld/TenantId
— Redirect URL
— Scope(s)
— PKCE: Code Challenge
— Wait forbrowser toreturn authorization code

— /token
— Non-interactive APl call
— Clientld/TenantId
— Authorization Code
— PKCE: Code Verifier
— Returns beareraccess token



. Demo!

WHAT COULD POSSIBLY
e
L/

NG

— Azure Powershell Enterprise App

— Scope: openid + profile + email + offline_access
— Basic useridentificationdata
— offline_access provides refresh token

— PKCE implemented
— Retrieve resourcesinresource group



034. Client Credential Flow

— Type: Non-Interactive login
— Identity: Service Principal

— Use case:
— Serverto serverinteraction

— Special:
— Shared Secret
— Certificate
— Federated Credential



. Technical

— Istep

— /token
— Inaregularscenario only 1 non-interactive API call
— Clientld/TenantId
— Scope(s)
— ClientSecret/JWTtoken /Federated token

— Federated credentials
— Platform specific federated tokenretrieval
— “Convert” federated tokeninto Entra access token



. Secretvs Certificate

— Secret based authentication
— Max 2 yearvia GUI almost done?
— No limit via Graph .j
— Very simple | unsecure
— Keyrotation | management!

— Certificate based authentication
— Upload public key to app registration
— Connect with JWT based on private key
— Headers = Baseé4 (JSON (Headers with encryption algorithm + Baseé4 (private key hash)))
— Payload = Baseé4 (JSON (Payload with clientld, startdate, enddate, audience and a GUID))
— SignedPackage = SHA512 (Baseé64 (Headers . Payload)
— Token = Baseé4 (Headers . Payload . SignedPackage)



. Federated Credential

— Endpoint per platform
— Issuer -> specific resource on platform

— Practical
— Endpoint and federated token mapped as env variables
— Postrequest to endpointreturnaccesstoken

— Github Actions
— Endpoint: https://token.actions.githubusercontent.com
— lssuer: repo:{Organization}/{Repository}:{Entity}

— Azure DevOps Pipelines
— Endpoint: https://vstoken.dev.azure.com/4c9b2d35-c2f5-4bd0-abea-flbd824a40a2
— Issuer: sc://{Organization}/{Project}/{ServiceConnection}



. Demo!

— Custom Enterprise Applications

— Client Secret Login

— Certificate Login

— Azure DevOps Login (Federated)

— Github Actions Login (Federated)

A shit, here we g8 again: — Retrieve resources inresource group




04.Device Code Flow

— Type: Interactive login
— |ldentity: User

— Use case:
— Ondevicesthat lack way to login

— Printer
— SmartTV
— loT

— Special:
— Remotelogin



. Technical

— 2 steps
— /devicecode
— Generate device code
— Interactive loginvia browser
— https://microsoft.com/devicelogin
— Insertcodeinbrowser

— /token
— Non-interactive APl call
— Clientld/TenantId
— Device Code
— Pollforsucces with do-until
— Returnsbeareraccess token



. Demo!

— Azure Powershell Enterprise App

— Generate adevice code

— Login with device code

— Wait for verification

— Retrieve resourcesinresource group

makeameme:org



05. ManagedIdentity Flow

— Type: Non-Interactive login
— Identity: Service Principal

— Use case:
— laaS /PaaSresource to M365 / Azure

— Special:
— IMDS service (localhost auth service)



. Technical

— 2 steps
— Go toIMDS (localhost) service
— Retrieve private key of certificate
— Connect to Entra using private key of certificate
— Retrieve resources inresource group



. Demo!
— Server|S an Enterprise Application
ONE MORE TIME! — ARC enrolled server
; ) :
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. Thanks!

— Noest

— AZUG
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. Questions?

=THEREWILEBENO
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ARE THERE ANY QUESTIONS 2
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